WORKING DRAFT


RISK ASSESSMENT QUESTIONNAIRE

NOTE:  

This Risk Assessment Questionnaire was initially developed by the City of Phoenix, Arizona.  

The purpose of the Risk Assessment Questionnaire is to self determine the strength and application of internal controls in your organization.  It is a prevention tool.  As the Association learns this document can be updated and questions developed to assess areas of organization concern.
The Risk Assessment Questionnaire is a tool that can help the Commissions assess exposure to risk and avoid loss of resources, time and public trust.  Any “NO” or “DON’T KNOW” answer could mean a weakness in controls.   These situations should be analyzed in more detail to determine whether additional controls are needed.  

The areas of risk that these questions cover include:
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Other areas of risk can be added to the questionnaire where the Commission identifies organization operations where greater internal control is needed.  
	OVERALL CONTROL ENVIRONMENT

	Risks:
· Lack of organizational direction

· Lack of communication of organizational direction

· Lack of consistency in procedures

· Lack of employee/management ethics

	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Have department/division objectives been clearly established and responsibility for achieving objectives been assigned and documented?

	(
	(
	(
	(
	Have lines of authority and responsibility been clearly defined and communicated throughout the department?

	(
	(
	(
	(
	Have measurement criteria been developed to assess progress toward objectives?  

	(
	(
	(
	(
	Have management reports been developed that summarize activities/programs/transactions that allow measurement to performance criteria; and does management review the reports and evaluate progress toward objectives on a regular basis?

	(
	(
	(
	(
	Have procedures been implemented to verify the accuracy of data in internal management reports?

	(
	(
	(
	(
	Are customers (internal and external) surveyed to determine customer satisfaction?


	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Does management actively follow-up complaints from customers/clients?

	(
	(
	(
	(
	Do written procedures exist for critical processes? Are they kept current and readily available for use by all employees?

	(
	(
	(
	(
	Are procedures for filing, retention and disposition of records followed?

	(
	(
	(
	(
	Are staff members aware that concerns about violations of  policy or suspected improprieties should be reported to the Commission?

	
	
	
	
	Other controls over the general environment of the department:




	CASH RECEIPTS CYCLE

	Risks: 

· Misappropriation of funds

· Inaccurate recording of transactions/activity

	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Does someone other than the custodian of cash funds conduct periodic cash counts?

	(
	(
	(
	(
	Are employees prohibited from cashing personal checks at cashiering areas?

	(
	(
	(
	(
	Are prenumbered receipts or tickets used for in-person receipts to track collections so that the person to whom the funds are turned over can verify the count?

	(
	(
	(
	(
	Are prenumbered receipts and unsold tickets accounted for?

	(
	(
	(
	(
	Are cash overages/shortages of more reported to the Finance Director?

	(
	(
	(
	(
	Is a restrictive endorsement (“For deposit Only”) placed on incoming checks as soon as received?

	(
	(
	(
	(
	Are all employees handling cash receipts adequately bonded?

	(
	(
	(
	(
	Are deposits of cash made by someone other than the person who records the transactions?

	(
	(
	(
	(
	Are checks deposited timely (preferably on a daily basis)?

	(
	(
	(
	(
	When cash/checks can not be deposited daily, are they kept secured overnight?

	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Are cash funds and blank checks stored in a secure location, where only the custodian can access them?

	(
	(
	(
	(
	Are bank accounts reconciled by someone who does not have access to cash/check books and is not a signer on the bank accounts?

	(
	(
	(
	(
	Is supporting documentation shown to check signers prior to their signing the checks?

	(
	(
	(
	(
	Does the size of the fund (petty cash, change fund, imprest account) appear to meet the normal needs of the area and not be in excess thereof?

	(
	(
	(
	(
	Do petty cash expenditures exclude the following: items over $100, travel expenses, personal items, subscriptions, tuition, memberships, and registrations.

	(
	(
	(
	(
	Are petty cash receipts signed by both an originator and an approver?

	
	
	
	
	Other Controls over Cash Receipts:




	ACCOUNTS RECEIVABLE (A/R)

	Risks:  

· Recording/billing the wrong amounts

· Uncollectible revenue

· Not billing enough to cover costs

· Misappropriation of payments

	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Do procedures exist to prepare and send billings as soon after the sale of goods/service as possible, but at least within the month?

	(
	(
	(
	(
	Are charges for goods/services based on authorized rates and approved by the appropriate party (usually Commission)?

	(
	(
	(
	(
	Are rates reviewed at least annually for billed services/goods?

	(
	(
	(
	(
	Is there a procedure to assure that all transactions are billed?

	(
	(
	(
	(
	Are customers instructed to send payments to a lockbox and/or the Commission finance section?

	(
	(
	(
	(
	Are collections on A/R deposited daily, rather than held for posting to detail records?

	
	
	
	
	Are the following duties generally performed by different people?

	(
	(
	(
	(
	
- Billing, collection and cash application of A/R funds?

	(
	(
	(
	(
	
- Maintaining detail A/R, collecting, & g/l posting?


	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	
- Writing off or adjusting to A/R & the maintenance of 
A/R records?

	(
	(
	(
	(
	
- Investigating disputes with billing amounts & 
maintenance of A/R records?

	(
	(
	(
	(
	
- Reconciling & posting detail A/R records?

	(
	(
	(
	(
	Is access to the A/R system limited only to authorized individuals?

	(
	(
	(
	(
	Are there controls to ensure that individuals with delinquent accounts are not receiving additional credit/service?

	(
	(
	(
	(
	Are bills sent to all customers at least monthly and follow-up performed on old outstanding items?

	(
	(
	(
	(
	Are uncollectible accounts written off after a certain period of time and/or collection efforts exhausted?

	
	
	
	
	Other controls over Accounts Receivable activities:


	Purchasing / Accounts Payable (A/P)

	Risks:

· Misappropriation of items purchased

· Inaccurate recording of transactions/activity

· Unfair bidding practices



	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Does the Commission obtain competitive prices for purchases where required ?

	(
	(
	(
	(
	Are purchases over a specified limit selected using the RFP or RFQ process?

	(
	(
	(
	(
	Is splitting orders to avoid higher levels of approval prohibited?

	(
	(
	(
	(
	Are employees aware that purchases should not be made with vendors where there is a personal interest or reward?

	
	
	
	
	Are the following duties generally performed by different people?

	(
	(
	(
	(
	
- Requisitioning, purchasing & receiving functions and the 
invoice processing, A/P, and general ledger 
functions?

	(
	(
	(
	(
	
- Purchasing, requisitioning & receiving?

	
	
	
	
	Are contractors being adequately monitored for compliance with the contract, including:

	(
	(
	(
	(
	
- contractors performance

	
	
	
	
	

	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	
- performance bond / insurance requirements

	(
	(
	(
	(
	
- proper reporting

	(
	(
	(
	(
	Are employees aware of the Commission’s policy on the acceptance of gifts?  Is a declaration form filed with the Commission whenever a gift is accepted?

	
	
	
	
	Do invoice processing procedures provide for:

	(
	(
	(
	(
	
- Obtaining copies of requisitions, purchase orders (PO) &  
receiving reports?

	(
	(
	(
	(
	
- Comparison of invoice quantities, prices, & terms with 
those indicated on the PO?

	(
	(
	(
	(
	
- Comparison of invoice quantities with those indicated on the 
receiving report?

	(
	(
	(
	(
	
- Checking accuracy of calculations?

	(
	(
	(
	(
	
- Alteration/mutilation of extra copies of invoice to prevent 
duplicate payments?

	(
	(
	(
	(
	
- All file copies of invoices are stamped paid to prevent 
duplicate payments?

	(
	(
	(
	(
	Are Commission staff submitting invoices to A/P staff to allow sufficient processing lead-time to meet vendor payment deadlines?

	(
	(
	(
	(
	Are payments made only on the basis of original invoices and to suppliers identified on supporting documentation?


	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Are signed checks inaccessible to persons who requested, prepared, authorized or recorded them?

	
	
	
	
	Other controls over Accounts Payable / Purchasing activity:

	
	
	
	
	


	INVENTORY

	Risks:  

· Misappropriation of inventory items

· Inaccurate recording of transactions/activity

· Damage / loss of inventory

	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Are inventories physically safeguarded from unauthorized access and physical deterioration?

	(
	(
	(
	(
	Are all reductions of inventory supported by appropriate documentation ( e.g.  – requisition, sales document)?

	(
	(
	(
	(
	Are all additions to inventory supported by appropriate documentation (e.g. – receiving report)? 

	(
	(
	(
	(
	Are steps documented to ensure that goods received are accurately counted and examine to see that they meet quality standards?

	(
	(
	(
	(
	Are policies established to ensure that inventories are not stockpiled or to prevent over-ordering?

	(
	(
	(
	(
	Is the inventory counted periodically and reconciled to inventory records?

	
	
	
	
	Are the following duties performed by different people:

	(
	(
	(
	(
	
- Receiving & issuing of inventory and taking the physical 
inventory?




	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	
- Receiving & issuing of inventory & the approving of 
expenditures, recording transaction to SAP?

	
	
	
	
	Other controls over Inventory:

	


	CAPITAL ASSETS (C/A)

	Risks:  

· Misappropriation of inventory items

· Inaccurate recording of transactions/activity

· Damage / loss of inventory

	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Are all assets tagged as soon as acquired?

	(
	(
	(
	(
	Is someone assigned custodial responsibility by location for all assets?

	(
	(
	(
	(
	Is there adequate physical security surrounding C/A items?

	(
	(
	(
	(
	Is a physical inventory of C/A taken each year, reconciled to accounting records?

	
	
	
	
	Are the following duties performed by different people:

	(
	(
	(
	(
	
- Custodian of C/A & taking the annual inventory?

	(
	(
	(
	(
	
- Custodian of the C/A & making entries in the accounting system ?

	(
	(
	(
	(
	Are their procedures for maintaining  / controlling sensitive  assets under a specified amount?

	
	
	
	
	Other controls over Capital Assets:


	GRANTS

	Risks:  

· Inaccurate recording of transactions/activity

· Misappropriation of grant funds

· Noncompliance with grant requirements/reporting

· Noncompliance by subrecipients 

	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Are reports to granting agencies reviewed by someone who is knowledgeable about the requirements that are contained in the grant?

	(
	(
	(
	(
	Are there procedures in place to review grant expenditures to assure they meet grant requirements?

	(
	(
	(
	(
	Are payroll costs charged to grants based on only the time spent working on grants programs?

	(
	(
	(
	(
	Are there procedures in place to ensure matching fund requirements are being met?

	(
	(
	(
	(
	Do contracts with subrecipients require them to obtain an audit in accordance with the Single Audit Act?

	(
	(
	(
	(
	Are desk reviews performed on audit reports from subrecipients to determine that they are in accordance with the Single Audit Act?

	(
	(
	(
	(
	Is follow-up performed on these single audits to assure that findings are adequately resolved?

	(
	(
	(
	(
	Is the monitoring of the subrecipients documented?


	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Are advances or reimbursements to subrecipients monitored?

	
	
	
	
	Other controls over Grant funds / activities:


	HUMAN RESOURCES

	Risks:  

· Inaccurate recording of transactions/activity

· Inappropriate payments

· Release of confidential information

	Yes
	No
	N/A
	Don’t Know
	

	
	
	
	
	PAYROLL:

	(
	(
	(
	(
	Are appropriate time records maintained for vacation, sick and other leave?

	
	
	
	
	Are individual employee time and attendance records:

	(
	(
	(
	(
	
- sufficiently detailed to show time charged to 
assignments, leave and administration (if needed for 
workorder and/or user fees);

	(
	(
	(
	(
	
- compared to leave slips to ensure agreement?

	(
	(
	(
	(
	Are overtime wages or compensatory time adequately controlled / authorized?

	(
	(
	(
	(
	Are undistributed paychecks kept secured?

	
	
	
	
	HIRING PRACTICES:

	(
	(
	(
	(
	Is nepotism or conflict of interest in employment prohibited?

	(
	(
	(
	(
	Are background checks performed prior to making a job offer?


	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Are employees fingerprinted prior to their first day of work?

	(
	(
	(
	(
	Is the recruitment process (selection, interviews, tests, etc) documented to support the hiring decision?

	
	
	
	
	Miscellaneous:

	(
	(
	(
	(
	Are personnel files kept in a secure location with limited access?

	(
	(
	(
	(
	Do employees complete a “Notice of Outside Employment” form annually to document outside employment?

	(
	(
	(
	(
	Are annual written performance evaluations completed in accordance with Commission policy?

	(
	(
	(
	(
	Are procedures in place to ensure that all keys, equipment, etc. are returned by terminating employee and computer access is blocked?

	
	
	
	
	Other Controls over Human Resources activities:




	INFORMATION SYSTEMS

	Risks:  

· Unauthorized transactions

· Inaccurate processing

· Unauthorized changes to the system

· Loss of transactions



	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Is users’ access restricted to the minimum level needed to perform their job?

	(
	(
	(
	(
	Do all employees with computer access use passwords and not share them?

	(
	(
	(
	(
	Are user passwords changed periodically?

	(
	(
	(
	(
	Is access to the system denied after several unsuccessful logon attempts?

	(
	(
	(
	(
	When an employee is terminated, is access to equipment denied and is the user-id and password deleted from all computer systems?

	(
	(
	(
	(
	Is computer use limited to business use only (this includes e-mail and internet)?

	(
	(
	(
	(
	Are only licensed software contained on computers?

	(
	(
	(
	(
	Are computer files backed up on a regular basis with backups being stored in a location away from the originals?

	Yes
	No
	N/A
	Don’t Know
	

	(
	(
	(
	(
	Is physical access to the computer center and/or server restricted?

	(
	(
	(
	(
	Have procedures been documented for disaster control and recovery for both computer and manual operations?

	(
	(
	(
	(
	Are data files and programs protected against fire and other hazards?

	(
	(
	(
	(
	Is virus scanning software being used?

	(
	(
	(
	(
	Has the Commission’s software management policy been communicated effectively to all employees and is it being followed?

	(
	(
	(
	(
	Are responsibilities segregated to assure that no one individual has the ability to input data, process data, and review output data?

	(
	(
	(
	(
	Is someone assigned to review output for general acceptability and completeness?

	(
	(
	(
	(
	Are procedures in place to ensure that all transactions are keyed in a timely manner?

	(
	(
	(
	(
	Are there adequate controls over the process of identifying, correcting and reprocessing data rejected by the computer program?

	(
	(
	(
	(
	Is activity that interfaces from one system to another reconciled to determine that the interface was complete?

	
	
	
	
	Other Computer controls:


	MISCELLANEOUS

	Yes
	No
	N/A
	Don’t Know
	
	

	(
	(
	(
	(
	
	Are long distance phone calls limited to business use?

	(
	(
	(
	(
	
	Is e-mail and internet use limited to business purposes only?

	(
	(
	(
	(
	
	Is the necessity for cellular phones reviewed periodically and is the usage monitored for business use only?

	(
	(
	(
	(
	
	Is vehicle usage limited to personnel with valid drivers’ licenses and is this verified?

	(
	(
	(
	(
	
	Does your area adequately display posters in compliance with State/Federal laws (i.e. – EEO, Safety, Minimum Wages, FMLA, Workers Comp, Equal Pay for Equal Work)

	(
	(
	(
	(
	
	Is general ledger accounts/activity reviewed monthly to determine reasonableness?

	
	
	
	
	
	Other Miscellaneous controls:
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